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DJEeKTPOHHBIE CEPBUCHI, HWHTEPHET-OAHKHUHI, ynaajeHHas pabota u
yue0a, OHJIalH-PErUCTPallui, THTEPHET-Mara3uHbl 1 MapKETIIINCHI — BCE ATO
HAaCTOJIbKO MPOYHO BOLUIO B Hally IMOBCEIHEBHOCTb, YTO WHOIZA TPYIHO
MOBEPUTH, KaK KUK 0e3 3Toro panpiie. Yem OoJibllie MOrpyKaeMcs B MHUP
MH()OPMALIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTUH (Oaree — HKT), TeM
00JIbIIIE CTAHOBUMCS ySA3BUMEE.

Kubeparaku Ha uHpOpPMaNIMOHHYI0 CTPYKTYPY — 3TO OJIHA U3 CaMBIX
3HAYUTEJbHBIX U MMOCTOSTHHO PACTYIIUX YIPO3 IS TJI00AIbHOW 0€3011acCHOCTH
B XXI Beke. Ha ¢done BceoOmielt mudpoBusanuu 3ta npodiemMa He MPOCTO
HapacTaeT, a 3BOJIIOIMOHUPYET, HAa 4YTO BIMAET IIMPOKOE HCIOJb30BAHUE
HCKYCCTBEHHOI'0O HWHTEIUIEKTa (danee — MHM), TaKk Kak 3J0YMBIIJICHHUKU
HAYMHAIOT KCMOJb30BaTh €ro Jjs co3JaHus Oojnee  M30UIPEHHBIX
BPEJOHOCHBIX POrPaMM, aBTOMATH3ALMK ATAK U aHAJIN3a ySI3BUMOCTEM.

Kubepartaku npeBpaTUiuch U3 MpoOIeMbl TEXHUYECKUX CHEI[UATUCTOB
B OJIHY W3 IJIaBHBIX CTPATErMUYECKUX YIPO3 HALMOHAIBHOW, JKOHOMUYECKON 1
0O0IIIeCTBEHHOM 0€30MacHOCTH 0001 CTpaHBbI.

[lo pe3ynbTaTaM HCCIEIOBaHUS, MPOBEJACHHOTO B MPOLLIOM TOIY,
benapyce Haxoautca Ha 3-M Mecte B peitunre ctpan CHI', koTopeie yare
BCET0 MOJIBEPraroTcsi KuOeparakam.



Kaxnas nsaras araka B bemapycu npuxoaurtcest Ha roccektop (22%). Ha
BTOPOM MecTe — cdepa npoMbllieHHOCTH (14%), a Ha TPEeTbeil CTPOUKe —
¢uHaHcoBas otpacib (11%). MHOro arak Tak)e HalleJeHbl Ha CEKTOp
TeJEKOMMYHUKaUH, chepbl HAyKn 1 oOpa3zoBaHus (8%).

Kaxnas  Bropas  kubOeparaka (57%) [NOpUBOIUT K  yTEUKe
KOH(PHUACHIIMAIBHBIX JAHHBIX. PeXe OHM HapyIIal0T OCHOBHYIO J€ATEIbHOCTh
(16%) wnu HecyT npsimbie (uHaHcoBbie moTepu (8%). boisiee MOIOBUHBI
YKPaJICHHBIX CBEJECHUN COCTABJISAIOT IEPCOHAJIBHBIE TAHHBIE 1 KOMMEpPUYECKas
TailHa. AKTyaJIbHOW MpoOJEeMON OCTaeTcss Kpaka JeHer C OaHKOBCKHUX
KapTOYEK U JJIEKTPOHHBIX KOIIEIbKOB.

Cnaiin 2.

POCT KMBEPATAK B BEJIAPYCU

Nozuuua benapycu: 3 mecto 8 CHI no
KONWMECTBY knbepartar

. OCHOBHDbIE LLENM ATAK:
foccexrop — 22%
Npombiwnennocrs — 14%
DuHance — 11%

. NOCNEACTBMA:

Yreuka gaunHbix — 57% cnyyvaes

Hapywenne paorel — 16%
DuHancosbie norepun — 5%

CormacHo panHbIM 3a 2024 TOX, Hala pecmyOJMKa IO YPOBHIO
kubepOe3onacHoctu 3ansuia 70-e mecto u3z 166 ctpan B peittuare NSCI
(National Cyber Security Index, HayuonanvHuiti unoexc kubepbezonacuocmu),
YCTynuB 10 3ToMy wuHAEKCY cpemu crtpadn CHIT mmms Mongose,
A3zepbaiixany u Poccun.

PocT 1 yci10:kHEeHHe MeT0/I0B KHOEpPyrpo3 TPeOYIOT oNepeKaIero
U KOMILJIEKCHOTO PearupoBaHMusl.

B Benapycu npuHST psii CUCTEMHBIX Mep, U 00pbhOa ¢ Kubepyrpozamu
BEJIETCS Ha HECKOJBKUX YPOBHSX. Tak, Ha rocy1apcTBEeHHOM YPOBHe YKa3oM
[Ipesunenta Pecnyonmuku bemapyce Ne 40 «O kubepbe3zomacHOCTH
peanu3yeTcs KOMILIEKCHBI MHOTOYPOBHEBbIi MeXaHN3M
NPOTUBOJAEHCTBUA KHOepaTakaM Ha TOCYJapCTBEHHbIE OpraHbl U
OpraHu3aliyi, KpUTHYECKYI0 HHGOpMalMOHHYI0 HHpacTpykTypy. Co3man
HannonanbsHbIi LIeHTp oOecrieueHus: KuOepOe30nacHOCTH U pearupoBaHus Ha
KUOCPUHITUJICHTBl (Oanee — Hayuonanvnolii yewmp Kubepbe3onacHocmi).
HanaxxeHo MeXTyHapoJHOE COTPYIHUUYECTBO B ATOM cdhepe.



Co3manbl  HEOOXOIMMBIE  TPABOBBbIE  YCJIOBUS [l 3aIIUThI
NEPCOHAIBHBIX JAHHBIX W OE€30MACHOCTU JIMYHOCTH MU OOILIECTBA IPHU HUX
ucrnonb3oBaHuu. 3akoH PecnyOnuku benapych «O 3amure nepcoHaibHbIX
AAHHBIX», TPUHATHINA B 2021 roy, yCTaHaBIMBAET IPAHULIBI, ONPEICIISIONINUE,
KaKyl0 HMH(POPMAIMI0O O YEJIOBEKE MOXHO COOHUpaTh M PACHPOCTPAHSATH.
BwmecTte ¢ Tem, 4TOOBI 3a1KMTa NEPCOHAIBHBIX JAHHBIX OblLIa MO-HACTOSILEMY
3G ()EeKTUBHON, HYKHBI OOILIME YCHIIUS — HE TOJbKO TOCyJapcTBa, HO M
IpaKJaH.

[IpoTBOACIICTBHME OCYHIECTBISETCS U HA KOPHOPATHBHOM YPOBHe.
OpranMzauMd ¥ TPEeANpPUATHS HHBECTHPYIOT B KuOepOe30macHOCTb U
oOy4eHHUE COTPYAHUKOB.

Jist 0oppOBl ¢ KuOepyrpo3aMd Ha HWHAWBHAYAJIbLHOM YPOBHeE
TpeOyeTcsl MOBBIICHHE LU(POBOMl I'PaMOTHOCTH HACENEHUsI, COOJIIOIECHHE
AJIEMEHTAPHBIX IPaBUI HU(PPOBOM TMTUEHBI.

CoBpeMeHHBIE ACTIEKThI KN0ep0e30NmacHOCTH

Kubepnpectymienus TpaHCHAIIMOHAJIbHBI, 3JI0YMBIITICHHUKHU
HCIIOJBb3YIOT aHOHHMaﬁ3epBI (cepequl, noseoJiAArwue CKpvlms JU4YHbLE oannvle
noavzoeamens u obecneyumv AHOHUMHOCIbL 6 HHmepHeme) U HaxoIATCA 3a
pyOeKoM, UTO KpaiiHe 3aTpyAHsET UX 3aep KaHue.

I[To nmamneiM CrnenctBeHHoro komurtera PecnyOonuku benapycs,
otMmeuaeTcs yxoj 6osee 80% BeiMoraTeabcTB U 6oJiee 90% MOIIEHHUYECTB B
«OHJIAMH»-CXEMY, Y€MYy CIOCOOCTBYET B TOM YHCJIE HU3KUM MPOIECHT
OCBEJIOMJICHHOCTH TpaxJaH O IMPECTYIHBIX CXEMax, a TaKXKe pa3BUTHE
CIIOCOOOB COBEPIICHUS TAKUX XUIICHUMN.

KapTtuna pacnpoctpaHeHHbIX BUAOB KuOepnpecTyruieHuid B benapycu
MOBTOPSIET TJIOOANbHBIE TPEHJbl, HO C aKIICHTOM Ha MECTHBIC IJIATEeKHbIC
CHUCTEMBbI U MPUBBIYKU HACEJICHUS.

I[lo jmaHHBIM  TJIABHOTO  YOpaBJICHHS 10  MPOTUBOJCHCTBUIO
KHOEPNPECTYMHOCTH KPUMHHAIBLHON MIIMIIMM MUHHUCTEpCTBA BHYTPEHHUX
nen Pecnyonuku benapych, 3a 9 mecsieB Tekymiero roja B bemapycu 1o
CPAaBHEHHIO C AaHAJOTHUYHBIM MEPUOJOM MPOIUIOr0 ToAa KOJIUYECTBO
KHOepIpecTymieHnid cHU3WiIoch noutu Ha 11% (3a 9 mecayes 2025 200a
sapeaucmpuposarno bonee 13 moic. ciyuaes (13 420), mpems uz komopwix (4 121) —
6 2.Mumncke).

[To cratuctuke keHIMHBI (65%) yaine BCEro CTAHOBATCS KEPTBAMU
MOIIEHHUKOB, KOTOPbIE BBIMAHHUBAIOT JICHBI'M IYTEM MCUXOJOTHYECKUX
MaHUMYJSAIUK 1o tenedony (77,9%), Kymid-mpoaakd TOBAPOB M OKa3aHUs
ycayr (65,6%), OmarorBoputensHOocTH (100%). Myskumnbl (84,8%), Kkak
MpPaBWIO, CTAHOBATCS  JKEPTBAMH  MOIIEHHUYECTBA, CBSI3aHHOTO C
MCTOJIb30BAHUEM CANTOB 3HAKOMCTB.



o
Cnaiin 3.
|
PTP TBbl HHUY
e MOPTPET XKEPTBbl MOLUEHHUYECTBA
k-, ’ ] HeHwmHb
2 e TenedoHHBe MOWeHHNKK — 77,9%
< SV " OOman B cpepe yonyr — 65,6%
: 3 iy MyMUHHbI
- L .' 3 MOIEHHUHECTBO HA CANTax IHaKomcTe — 84 8%
5, 3 X L R Bospacr
ks SR 504: TeneOHHOS MOLEHHWYECTBO, (NOMOLLL
“ y k¥, ‘. " POACTBEHHKHIM
') asicecally " Ao 30 ner: NCeBAC-MHBECTHUMK (65,4%),
b - P GO OUCTAHUMOHHBIE CABNKK C HEQBMIMMOCTLIO {56,3%)
30-49 net: MKT-moweHHUYecTeo0 ¢ aorosopamu (53,1%)
== CoymanbHbiit craTyc:
E Ge3paboTHbIe Y3LUE NON3AAKT B HHBLCTUUMOHHLIE
nosywmn (46,2%)
Cnpagouno:

Bo3pacmmubwie cpynnvt nomepneguiux:

aou cmapuie 50 nem uawe cmano8amcs Hepmeamu meneQoHHbIX
MOUwleHHUYeCcms,  0bMaHa,  008epUUBOCMU,  JeeeH) 0  NOMOWU
POOCMBEHHUKAM,

Mono00edxcv 00 30 nem ysa36uma om MOWEHHUYECKUX OUCMAHYUOHHBIX
coenok ¢ Hedsudcumocmvro (56,3%), ncesdo-ungecmuyuii 6 «OUpPHCU» U
«po3sviepulutets unu akyuiy (65,4%);

auua cpeonezo so3pacma (3049 nem) — naubonee maccosasn epynna
cpedu  nomepneswiux om  HKT-mowennuvecmea ¢  3axmoyeHuem
2PadscOaHCKoO-npasosvix 002080pos (33,1%,).

Be3pabommuvie u neyuawueca uawje nonadaromcs 6 UHGeCMUYUOHHbIE
n08ywiku (46,2%), umo mooxcem Oblmov CE3AHO C NOUCKOM UMU UCTNOYHUKOB
00X00a Ul yeieyeHueM a3apmHbiMu CXemamu.

ITo cmoco6amM coBepIeHMs MOIIIEHHUYECTBA Yalll€ BCETO MPOUCXOIAT
OT HMMEeHM [JOJIKHOCTHBIX Jul (28,2%). Adepuctsl mnpeacTaBiIsiOTCS
COTPYIHUKAMHU NPABOOXPAHUTEIbHBIX OpraHoB (MB/, CK, /[[®P, KI'bh) u
paboTHUKaMU OaHKOBCKMX OpraHu3aiui. MOIIIEHHUKH CTald 3BOHUTH OT
UMEHHU pabOTHUKOB CIy:KO rasza, BOJOKAaHaJIa, SHEPrOHAI30pa, MOOMIBHBIX
OIIEPATOPOB CBA3M MO/ IIPEIOTOM OKOHYAHUA CPOKa JOTOBOPA U IIPEJIarar0T
JUISL €r0 TIPOJICHUsT cooOmuTh udpoBoi koA u3 cMmc. [locie nepegaun kona
JKEPTBE 3BOHUT COOONIHMK MOIIEHHMKA M  yXKE€ MPEeICTaBISETCS
[IPABOOXPAHUTEIIEM, 3AIyTMBAET TEM, YTO YEJIOBEK IEPEAIl JUYHbBIC TAHHbBIC
U Ha ero uMs OyayT o(pOpMIICHBI KPEAUTHI. A 4TOOBI X N30€KaTh Mpejiaract
0OpPMUTh BCTPEUHBIC KPEAUTHI U TIOJYUYEHHBIC JEHbIM TIEPEBECTH HA
YKa3aHHbBIN cueT Wik OAHKOBCKYIO KapTy.

[Ipu cxeme oOmMaHa OT MMeHH pykoBoauTeJiei (Fake boss) (vupeoscoenuii
00pazoeanus, 30paBOOXpaHeHus, KyIbmypsl, npeonpusmuii) MOIICHHUKA
3aIyTUBAIOT  TOJO3peHHeM B (UHAHCHUPOBAHUHM  DKCTPEMHCTCKOMN
NEATEILHOCTH, NMPOBEACHUEM OOBICKA U U3BATHUEM JICHET, TaK)KE Mpe/IIararoT
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JTaHHBIN (PaKT Jep>KaTh B TAWHE U MOOOIATHCS C ONIPEACICHHBIM COTPYIHUKOM
MPABOOXPAHUTEIBLHBIX OPTaHOB, KOTOPKIN SKOOBI JIJIs COXpaHEHUS! JCHEKHBIX
CPEICTB PEJIAracT «BpEMEHHOY» MEPEBECTU JICHBI'M HA 3AIUIIECHHBINA CUET.

B tenedonHOM pazroBope HE JOBEPAUTE HE3HAKOMBIM JIUIIAM, KEM OBl
OHU HE MPEACTABUIINCH, €CIIU Bbl HE KJIETE TAKOTO 3BOHKA.

Tperb MomeHHuudecTB (27,6%) coBeplIaeTcs MOJA BUAOM HPOHAAKHU
ToBapoB B cern Instagram wiam Telegram (uawe 6ceco mowennuxu
«npodaiom» asmosanyacmu, caooevle Kaudeiu, HOB0200HUE e, MOp@I’lpanKWIbl u
opyeue  mosgapwvi).  3JOYMBINUICHHUKA  NPEAJIaraloT  MOTCHUIHAJIbHBIM
MOKYIATEJsIM MEPEeBECTU MPEIOIIATY 32 TOBAp M OOEMIAIOT €ro BBICJIATH IO
MOYTE WM KypbEpOM, IOCJE€ Yero OOIIEHHE MNPEKpaIlaeTCs, U «KIUCHT
OCTaeTCs HU C YEM.

Cnpagouno:

Taxoice Haubonee pacnpocmpaneHHble NPeCMynHvle CXEMbL:

360HKU om umenHu oOauka, compyonuxa MBJl, KI'b u unwix
20CY0apCmeEeHHbIX 0p2AH08, KO020a4 MOUWEHHUK, UCNONb3YS MEXHOI02UIO
NOOMeHbl HoMepd, 360HUM C HOMepd, NOX0JHce20 HA OQUYUATbHBIL HOMED
banka u coobujaem o «NOOO3PUMENbHOL ONEPAYUU» C KaAPMOLl, «OIOKUPOBKe
cuemay U «NONbIMKE 8310MA», A OJisL «3AUWUMbLY UTU KOMMEHbL ONEPaAYUL»
npocum coobwums CVV-k00, Oanuvie uz SMS-coobwenuss ¢ Kooom
noOmeepIcOeHUs, NAPOIb U3 UHMePHem-OaHKUH2A UlU nepesecmu 0eHbeU Ha
«be3onacuwlily (Ha camom oeine NOOKOHMPOJIbHbIU MOULEHHUKY) cUem,

Gdumunzosvie SMS-coodwenun u nucema, xozoa npuxooum SMS-
coobujenue U INEKMPOHHOE NUCLMO C COO0OWeHUeM O «OJIOKUposKe
Kapmoly, «npobieme C HANO20M», «8blucpvlule 6 Jomepeey, KOmopoe
COOepIICUm  CCOUIKY HA PUIUH206bLI UHMepHem-pecypC (caim — KIOH),
KOMOPWliL 8bI2IA0UM KAK OQUYUATIbHBIL UHMEPHEM-peCcyPC OAHKA, HAL0208Oll
UHCNEeKYUU Uiu Opy2020 20Cy0apCmMeeHH020 op2ana, 20e mpebyemcs 66ecmu
JIO2UH, NApOJb, OAHHbIE WJIAMENCHLIX CPeOCm8, Nocle 68004 KOMOPbIX
cogepuiaemcsi XuwjeHue;

MOUIEHHUYECMEA 8 COUUATbHBIX CemAX U meccenoxcepax («Vibery,
«WhatsApp», «Telegramy), koc0a 310yMbllUNIEHHUK 83/1AMbl8AEN AKKAYHI 8
coycemu umu cosoaem HelKosvlil, NOXONCUU HA He20, nuuiem OaUKUM
POOCMBEHHUKAM OM UMEHU 61A0enbyad AKKAYHMA, YMO CPOYHO HYIHCHYI
O0eHbeU HA «O0UeHb adCHOe 0eN0» (NONAll 8 CIONCHYIO CUMYAyuro, NOnau 8
HTII u Op.), npocss HUKOMY He 3860HUMb, AUDO AHAIOSUYHASL NPedbloyulel
cxema, K020a MUULeHbi0 CIMAaHO8AMCs 0pY3bs, A MOUEHHUK OM UMeHU Opyad
nuwiem, 4mo 3acmpsn 3a epanuyet, y He2o YKpaiu O0eHbeu/O0KYMeHmbl, U
npOCUmM CPOUHO nepegecmu cpeocmaea;

¢heiikosvle unmepHemM-mazazunbl, K020a c030aemcs Kpacusblli caum-
OOHOCMPAHUYHUK UMW 2PYNNA 8 COYUAIbHOU cemu (3ayacmyro 8
«Hncmazpam»), ¢ 02pOMHBIMU CKUOKAMU HA AKMYANbHBI Y HACELEHUSI M08ap
(mexuuxa «Apple», caodosas mebenv, HadyeHble OacceliHbl, OPeHO08As
ooedcoa u Op.), a nocie npedoniamvl Mmosap He NPuxooum, a cCaum uiu
epynnwl ucuezaiom, 1ubo coooweHus Heepmewvl 0aiee USHOPUPYIOMCSL,

MOUIEHHUYECMEA HOO BUOOM 20CYOAPCHIBEHHBIX OP2AHO08, K020d
Jlcepmee nocmynaem 380HOK OM UMEHU «Ccyobuy, «compyoHuxka MBIy,
«HAN020801» ¢ MpeboBaHUEeM CPOUHO ONIAMUMb HeKUll UKMuUeHbsIll 002,
wWmpagh unu NOWIUHY, Yepoxcas apecmom C4emos Uiy Opyeum HaKa3aHuem,
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npoCcsam YCmMano8umv NPUlodNceHue 0s YOANeHH020 00Cmyna (Hanpumep,
«AnyDesky unu «TeamViewery) ons «npogepku cuemay, 4mo Oaem Um
NOJIHBILL KOHMPOIb HAO YCMPOUCMBOM NOMEPNesuLeo;

gunancosvle nupamuovt u UHEECMUUUOHHLIE MOUIEHHUYECMEd,
makue — Kak — NpeoslodCeHUss  «BbICOKOOOXOOHLIX — UHBECMUYULY 8
KpURmMosauomy, Oupicu uiu cmapmanvl ¢ 2apaHmupoSaHHbiM BblCOKUM
ooxooom. Ilpu smom Ha nepsom smane Mmo2ym o0dadice BbINIAYUBAMDb
HebobUUe nPoYeHmbl, Ymobbl nomepnesuiull 8Hec euje 0oabuLe OCHENCHbLX
cpeocme u npusei poOCMEeHHUKO8, Opy3ell U 3HAKOMbIX, NOCTe 4e20 NPOeKm
3aKpvIBAemcs, a OeHedCHble CPeOCmEa NOXUWAIOMCSL,

6bIMO2AMENLCIMBEO HA UHMUMHOU ROUBE («CEKCMOpPUIeH»), Ko2od
MOWEHHUK Yepe3 COycemu 3HAKOMUMCSL C JHCePmeoll, 8Mupaemcs 8 oosepue,
CKIOHsIem K 00uleHuo 8 sudeodanme UHMUMHO20 Xapakmepa uii K OmnpasKke
OMKPOBEHHLIX (POMO, 3anuUcbléaen 8U0eo Uil Oejlaen CKPUHUWOmMbl, d 3amem
wanmasxicupyem.

OnaceHusi BBI3BIBAIOT HaOWparonme O0O0OpOTHl BHIMOraTeJabCTBa
(526 cayuaes) ¢ uUCHONIB30BAaHWEM HWH(POPMALMOHHO-KOMMYHUKAITMOHHBIX
TEXHOJIOTUM: TMOTEPHEBIINX IMOJ PA3IUYHBIMU MPEIJIOraMu BBIHYXAAIOT Ha
JUYHBIX ycTpoiicTBax [Phone BoiiTi He B CBOIO yueTHYI0 3anuch. [locie Bxona
[Phone GmokupyeTcsi kKak MOXUIEHHBIH U CTAHOBUTCS HE MPUTOIHBIM. [[ist
Pa30JIOKUPOBKH 3JI0YMBIIIJICHHUKHA TPEOYIOT BBIKYII.

[ToaTOMYy HH B KOEM Clly4ac HeJib3 BXOJAUTh HA CBOEM YCTPOMCTBE B
YYKYI0 YYETHYIO 3alMCh, BIIAJENIel] yYETHON 3aliMCU MOXKET 3a0JI0KUpOBAThH
YCTPOMCTBO.

Cnaiin 4.

BUAbI KUBEPNPECTYNNEHUA,
COBEPLUAEMDBIE B CTPAHE

IBOHKM OT uameHu Dansa, cotpyanmusa MBA, KIb u
MHBX FOCYAAPCTBEHHBX OPraHos

PuwmrHrosse SMS-coobueHun u nucema

MOWEHHWHECTEE B COUMINbHLIX CETRX U
MeCCeHpEepax

MOWEHHUYeCcTBa Npu OHJIBI‘AAH»I’IOKYHNRI H3
MNCWAAXaX NO NPOAaNEe TOBapOB

DERKOBLIE MHTEPHET-MaraavnHn

MOLWEHHUYECTBA MO BUAOM rOCYA3 PCTBEHHBIX
OPraHoB

PUHAHCOBLIE NUPaMKUL U UMHBECTHLMOHHLE
MOWEHHUHECTEA

@ h-HRN BPE

BLMOraTENbCTBO H3 MHTUMHON NOYBE

CnenyeT OTMETUTD, UTO (PUIIMHT ¥ MOIIEHHUYECTBO ¢ 0AaHKOBCKMMH
KapTaMM SBJISIOTCS CaMOW MacCOBOM Kareropueid KMOepMOIIEHHUYECTBA B
Pecnybnuke benapycs.

[Ipn sTOM Hapsiiy C AaHHBIMM IPECTYIIHBIMHU CXEMaMH MOIICHHUKU
aKTMBHO HWCHOJIB3YIOT M TakoM MeToJ (uimmHra, TpH  KOTOPOM
KOH(UICHIIMAIbHBIE  JTaHHBIE  OCJIOPYCCKMX  TpaKJaH  JIOOBIBAOTCS



3JIOYMBIIUUIICHHUKAMH  ITOCPECIACTBOM Teﬂe(bOHHBIX 3BOHKOB. OTOT BHU
MOIIIEHHNYECTBA HA3bIBACTCA «BHIIITUHID).

Cnaiin 5. Bugeoponuk.

| A3BYKA
R e

Cnpagouno:

Buwiunz — smo ycmnas pasnosuoHocms uuiunea, npu Komopou
3MOYMBIUAEHHUKU NOCPEOCEoOM meNleh)OHHOU CBA3U, UCHONb3Y NpUemsl,
Memoobl U MEXHON0UU NCUXOTIO2UYECKO20 MAHUNYIUPOBAHUS, NOO PAZHLIMU
npeoo2amu, UCKYCHO Uepas onpeoesieHHyI0 pob (Kak npasuio, compyoHuKka
Oanka, mMexHu4ecKko2o0 cneyualucma u m.0.), BbIHYHCOAIOMm Uelo8eKd
cooOWUMb UM C80U KOHQDUOeHYUATbHble OAHKOBCKUE UMU NEPCOHATbHbLE
Oanmuble UO0 CMUMYAUPYIOM K COBEPULEHUIO ONPEOeleHHbIX OelUCMEUll CO
CBOUM OAHKOBCKUM CUEMOM UU OAHKOBCKOU KapmOoll.

I[lo wmepe pa3BuTus  HMHPOPMALMOHHO- KOMMYHHMKALMOHHBIX
TEXHOJIOTHI  BO3PacTAalOT M  BO3MOKHOCTH  KHOEpPIpPeCcTYIHHUKOB.
HekoTopble MOIIIEHHUYECKHE CXEMbI TOJYYMUIM HOBYIO JKHU3HB Ojarojaps
HCKYCCTBEHHOMY WHTEJUJIEKTY.

Pacrer KoJIMYECTBO Ciy4aeB MOIIEHHUYECTBA C MCIOJIb30BAHUEM
TexHosiorun Deepfakes — 3T0 co3maHHBIE MCKYCCTBEHHBIM HHTEIIEKTOM
rOJIOCOBBIE COOOIIEHMS] W BHUACO3BOHKM OT SAKOOBI KOJUIET, Apy3ed WU
POACTBEHHUKOB, KaK IIPAaBUIIO, C IPOCHOOI O CPOUHOM JIEHEKHOM NIEPEBOAE U JP.

[Ipu BUI€03BOHKE ciielyeT oOpaliaTh BHUMaHUE Ha TaKUe JIETalH, KaK
HEYETKOE WJIM CMa3aHHOe M300pa’keHUe JIMIa roBOPSIIEro, OTCYTCTBUE WU
HEECTECTBEHHAs! MUMHMKA JIMIIA.

[ToMHuUTE, UTO COTPYTHUKU OAHKOB M TPAaBOOXPAHUTEIbHBIX OPraHOB HE
3BOHAT YEpPE3 MECCEHDKEPbl C HCIOJIb30BaHUEM BHueocBszu. Ilpm
COBEPLICHUHN [ICHEKHOI'0 IepeBoJa IMOJA BJUSIHHEM MOUICHHUKOB
He00X0AUMO He3aMeJIUTeIbHO 00PATUTHCS B OPraHbl BHYTPEHHUX e
JUISL COXPAHEHUS JEHEXKHBIX CPEICTB.

Jlaxke Korja NCKYCCTBEHHBIN MHTEJUIEKT UCTIOIb3YETCs BO OJ1aro, HyKHO
OBITh OCTOPOXKHBIM. Eciu paOOTHUK OpraHu3alMU JYyMAeT, YTO 3arpy3uT
nokyMeHT B 4aT GPT u oH Bce OBICTPO CENaeT, TO 3TO MPSMOM MyTh K YTEUKE
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KOH(PUACHITMATBHBIX JaHHBIX. JIOKyMEHTBI OTIIPABSITCS Ha CEPBEPHI B IPYTOM
rocyJapcTBE, W 3aKOHBI HAIlleW CTPaHBl YK€ HE MOTYT TrapaHTHPOBATh HX
0€3011aCHOCTb.

Cnaiin 6.

MCNoO/Ib3OBAHUE 4
WCKYCCTBEHHOTO UHTE/IJIEKTA ¢

B Uenesoi Puwmnr Ges owmnbok:
NEPCOHANUIMPOBIHHLIE W TPIAMMATHYECKK DEIYNPEHBIE
PacCHINkM, OBXOAAWME TNABHEIR MapKep yrpoasl. |

Il MowerHuuecteo yepes Deepfake:
FEHEPALMA BMAEO M FON0C3 PYHOBOACTES ANA
CAHKUMOHUPOBAHUA HEIAKOHHBIX PUHAHCOBLIX ONEPA

W vH-Gorbi gan coymanbHoR P |
BEfIEHHE OCMBICNEHHED AMANOTOR ANA BLIMAHWBAHHA
KOHPHAEHUMANLHOK UHDOPMAILMA. ]

Ipe3unent benapycn A.I'.JIykamenko, Beictynas Ha |l Munckon
MEXyHAPOIHOW KOH(EpEeHIINH TT0 €BPa3HIICKOI 0€30MMaHCOCTH, KaK OJIHY U3
KIIFOUEBBIX 3a7a4 B I€J0M OO0O03HAYMJI HEOOXOJIWMOCTh MPUHITHS MEp B
00J1aCTH MCKYCCTBEHHOro WHTeIUieKTa: «Heynpaenaemasn comka 6 3moi
cehepe npeepawiaem e2o u3 noneznozo pecypca é opyycue. B nepcnekmuee —
MACcoB020 NOPAIHCEHUA) .

Cnain 7.

(4

Heynpaenaemas 20HKa 8 smoli
chepe npespawyaem €20 (npum. -
UCKYCcemeeHRbIU urmennexkm) U3
Mone3Hozo pecypca 8 opyrue.
B nepcnekmuse — maccosozo

nopax@eHus. , ,

MTpezudenm Pecrylnuku Benopyes A1 fIyK0Weno,
I MuHcHEa MexOyHapedHan NOHBEDENIS NO
eapo3uiickoli GezonacHoomu, 28 oxmatips 2025 2

CotpynHukamMyu MuHUCTEpCTBA BHYTPEHHHX Jen W HarumoHanbHOTO
O6anka PecnyOnuku benapych NpUHHUMAIOTCS Mepbl, HANPABJE€HHbIE HAa
0J10KMpOBaHHe MOIICEHHNYeCcKUX onepaumid. B benapycu ¢ 1 mapra 2024 r.
nericteyer Yka3 Ilpesugenta Ne 269, xoTopwlii mpemocTaBisieT OaHKam
BO3MO>KHOCTB ITPUOCTAHABINBATH MOJ03PUTENIbHBIC TEPEBOBI U COBMECTHO C



PaBOOXPAHUTEIBHBIMU OpraHaMU pacciaefoBaTh WHUUIAEHTHI. JlaHHBIN
MEXaHM3M TO3BOJISIET J0CTaTOYHO A(G(PEKTUBHO  B3aUMOJEHCTBOBATH
rpakJJaHaM C OpraHaMy BHYTPEHHHUX JIEJ, @ UM, B CBOIO OUEPE/b, «B PEKUME
24 na /» mepenaBaTh YKa3aHHYIO HH(POpPMALMIO OAHKOBCKOMY CEKTOPY M
noiy4yaTtb OT Hero 3(@(EeKTUBHO H OBICTpO HH(OpPMALKMIO O JUIAX U
WHCTPYMEHTaX, KOTOPBIEC 3aJCCTBOBAHbI B IPOTUBONPABHON JIEATEIIbHOCTH.
W camoe rinaBHOE — MpENNPUHUMATH MEPHI, HAIIPaBJICHHbIE HA COXpPaHEHUE
YK€ TTOXUILEHHBIX JEHEKHBIX CPEJCTB Y IPaK/IaH U HEAOIMYIICHUs epeBoia
UX Ha 3apyOeKHbIE CUETA.

B cBsa3u ¢ HEOOXOOAWUMOCTBHIO 3allUThl OT MOIIEHHUKOB OaHKU
YCTaHABIMBAIOT JUMHUTHI MO CHATUIO JEHEr B OaHKOMAaTrax Ha TEPPUTOPUU
benapycu.

boppba ¢ »a3TUMHM TpecTyIUIEHHAMH TpeOyeT HE TOJIbKO Oolee
COBEPILICHHBIX TEXHOJOTUH 3alIUThl, HO U (PYHJAMEHTaJbHOI'O MOBBILICHHS
UM (ppOBON IPaMOTHOCTH HACEJICHUS, MTOCKOJIbKY MMEHHO YEJIOBEK OCTAETCS
Han0oJiee ySI3BUMBIM 3B€HOM B JIFO0OOM crcTeMe 0€30MMacHOCTH.

udpoBass rpaMOTHOCTH HACEJICHUS

Ku0ep0e30macHOCTh — 3TO OTBETCTBEHHOCTh Kax/A0ro u3 Hac. OHa
HAUMHAETCSl ¢ TaKUX MPOCTHIX BEIlle, KaK BBHIOOP HAJEKHOIO MapoJis Jis
JOMAIIHEN DJIEKTPOHHOM NOYThl. Ba)XHO MOMHUTH, UTO OJIUH U TOT K€ MapOJib
HEJIb3S UCTI0JIb30BaTh OJHOBPEMEHHO ISl paboUel MOYTHI, I PEruCTpaliuu
Ha pa3JIMYHbIX caiTax U B MecceHxepax. K ClIOBy, TUUHBIC JaHHBIC Yalle
BCETO IMOMNAaJIal0T K 3J0YMBIIUJICHHUKAM M3 0a3 JaHHBIX Mara3uHoB (Mol
ocmasnsem amunuto, UmMs U omuecmaeo, aopec u meied)or npu pecucmpayuu Ojist
noJyyeHusi ODOHYCHbIX UTU CKUOOYHBIX KApm,).

HeoOxoauma »neMmeHTapHass mnuppoBasi TUTMeHA, [PU KOTOPOU
co0JII0/IeHHe TPOCTBIX NMPAaBUJ MOBEJEHUSA B CETH IMO3BOJSICT 3aIUTUTH
IIepCOHAJIbHBIC JJAaHHBIC, (PMHAHCH U YCTPOMCTBA OT KMOCPMOIIICHHUKOB.

Oco0yr0 akTyaldbHOCTh TeMa LHU(PPOBONW TUTHUEHBI TPHOOpPETaET B
OTHOIIICHUM TOJPACTAIOIIETO MOKOJCeHUA. JIeTH CEerogHs He TOJbKO aKTUBHO
00IIaroTCS B MECCEHKEepax, HO M MOTPYKAIOTCS B MUP OHJIAMH-UTP, TJE UX
Kpyr OOIICHHUS pacIIMpseTCA 3a cueT He3HakomrleB. Cpead HHX MOTYT
CKPBIBAThCSA U KHOSPIPECTYIMHUKH, CTPEMSIIIIUECS UCTIOb30BaTh peOCHKA IS
MOJyYeHHs KOH(pUASHIHAIbHOW wHhopManuu. Heokpemmmas TCHXUKa,
MOJIBEP)KCHHOCTh BHYIIICHWIO W MAHUITYJUPOBAHUIO [IE€JIAIOT KX JIETKOU
«JIOOBIYECID JIJIS 3JI0 YMBIITJICHHUKOB.
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BE3OMNACHOCTb AAETEW B CETU —
3TO HE 3AMNPETHI, A AOBEPUE U NPABUJIA

BbICTPAMBANTE OTHPLITLIC OTHOWEHMA: PECEHON
A0MMEH FHATD, 4TO MOBET PACCKAZATL Bam 0 MoBok
npobneme Ge3 cTpaxa HaKa3aHMA.

YCTaHOBMTE YeTHHE rPaNMLbl: COTNACYHTE BPems
OHNAWH, PAIPEWEHHBIE CIATHI U NPUAOKEHNA

UcnonbayiiTe TeXHUNECKHE CpeacTea:
poam KM KOHTPONIL M 06ILME 3HKAYHTEI
ANA MAAALMX AeTeR

be3onacHocTh eTeil B ceTH — 3TO He MPOCTO 3aIPeThbl, a CO3AaAHUE
3allMINEHHON cpeabl U 00y4YeHHe NPABHJILHOMY NOBeJAeHUIO. B cembe
HE0OXO0JIMMO BBICTPauBaTh J0BePUTEIbHbIC OTHOUIEHUS ¢ pedeHKkoM. [leTtn
HE JIOJDKHBI UCKATh MIOHUMAaHUS Y HE3HAKOMIIEB B CETH, @ ObITh YBEPEHBI, YTO
MOTYT paccKas3aTh POJUTENSAM O 000 CTPaHHOW WJIM HENPUSITHOU CUTYaIlUN
B ceTH 0e3 cTpaxa ObITh HaKa3aHHBIM.

Ba’KHO 10roBOPUTHCH M YCTAHOBUTH YETKHE NPABUJIA. KAKUE CAUTHI
MOYHO IIOCENIaTh, CKOJIBKO BPEMEHU IIPOBOAUTD OHJIANH, KAKUE IIPUIOKECHUS
MOYHO UCIIOJIb30BaTh.

J1s Muaamumx Aered peKoOMeHAyeTcsl CO3/1aBaTh aKKAYHTBI BMECTE U
3HaTh UX napoyid. Mcnosnb3oBaHue cneuraau3upoBaHHOIO NPOrPaAMMHOIO
ol0ecrneyeHUs1 pOANTENbCKOI0 KOHTPOJIS [T03BOJINT OIPaHUYMBATh BpeMs 3a
9KpaHOM, (PUIBTPOBATh KOHTEHT, OJIOKMPOBATh HEXKENATEIIbHbBIE CANTHI.

CymecTByeT MHOMXKECTBO IPECTYNHBIX CXeM, HCIOJIb3YEMBIX
KHOEpPMOILIEHHUKaMU B OTHOILIEHUM HeCOBEPIIEHHOJIETHUX JIeTe.

Comaitin 9.

PACTMPOCTPAHEHHbBIE CXEMb! KUBEPNPECTYNNEHWM NPOTUB AETEN

Dal

ubecnnarHeien nogap € SaNPOoChl OT 4 Apyseirn fpymunr ===

$rsmrcno Ljets: BOCHONMIOMATICN GOMEEMEN N Lers swgasen cobn e coepcnistes, sofn =
OBBTE M Boi NG BUNSITE
Orfen0

Lere: snasmn
CTDI Ly 1 v PACTD Adn it BB ATE ASH0CH SE0MS AN OM B Hed it Aneepee, «Tolor Marmy
Oan s 0ACHOR #2070 assmynr o v

Cexcropuwes Knbepbynnmur [ecTpyrTHBHLIA HOHTEHT

@ 8,

! !

Uern. WanrarmposaTe pelienss ¢ Leral YrrMTD 1 TOS B DO BSTE Ljete: BOREYS § ONECH M ZOOEUNCTES,
- MISVACELRID MO P4 AC M AT i § MCMADAD HECHM HORES TRABMS B MEYTITRX NOOOD DOV IS OIS HICHTNE 1

varepmance M rsre b cooSupmns
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Cnpagouno:

Cnocobvl kubepnpecmyniienutl 8 OMmHouleHuu oemeil U HOOPOCMKO8:

«becniamuvley) RNOOAPKU U  PO3BIZPBIMU, KO20A peOeHKy Ol
NOJIYYeHUs Gblucpblila npeonazaemcs nepeumu hno Ccculike U 68ecmu
niamedichvle U uHvle OanHwvle e2o pooumeneti. OCHOBHA Yelb — YKPACHb
OaHHble OAHKOBCKUX KAPM WU YYEMHbIX 3anucell,

«peiikosviey 3anpocel om Opy3eill, Ko20a C UCNOIb308AHUEM
8310MAHHO20 AKKAYHmMa oOpyea pebeHKa Npocsam HnoMmods (nepegecmu
OeHediCHble CPeOCcmea), a peDeHoK, JHcelds NOMOYb, MONCEM He YCOMHUMbBCSL
8 IUYHOCMU NPOCAUEe20;

«2PYMUH2), K020a 83DOC/bIU 3N0YMbIUIEHHUK NOO 8UOOM CEEPCMHUKA
emupaemcs 8 0osepue K pebeHKY 8 coycemsax Ulu uzpax, nocmeneHHo
gvigeodblgaem JUYHYIO UHGDOpMAYUIO, MAHUNYIUPYEn, 6bl3bleaen Y)8Cneo
OnuzoCcmu, a 3amem MOMNCEM GbLINPAUUBAMb UHMUMHbIE (OMO/BUOe0 UIU
HA3HaA4ame JTUYHYI0 8CMpedy, UYmo MOJcem NpU8ecmu K COBEPUICHUIO 8
OmMHOWEeHUU pebenKa Oelcmsull CeKCyalbHo20 Xapakmepa, Komopvle
PpebeHoK 6 CULY 803pACmA He MONCEM OYEHUBAMb, KAK COYUATbHO-3HAYUMDbLE,
cuumas npoucxoosujee uepoi;

«CceKkcmopuieny, Kk020a npecmynHuk, noayuu8 UHmMuUMHvle Gomo uiu
gudeo (000po6ONLHO OMNpPAasIeHHble PEOEHKOM UMU Yepe3 63710M Kamepbl),
HauuHaem Wanmanicuposams pebeHKa, 8biMo2ds KaKk mamepuaivhsie oaaea,
Max u ycuyey, 8 mom Yucie CeKcyaibHo20 Xapakmepa,

Kubepoyanune (unu mpasisn), Ko20a co30aOmcs 2pynnwl U NAGUKU OJisL
Hacmeulex, YHUUMeIbHblX KOMMeHmapues, Omnpasisaiomcs yepo3vl 6 MUYHbIX
Cco0OWenUsx, umobbl NPUHUHUMbL PeDEeHKY NCUXOJIOSUYeCKyo 00Jb, YMmOo
HepeoKo Modicem 3aKOHUUMCS Oenpeccuell Uil 0axce camoyouticmeom;

6o61euenue 6 OnacHwle coodujecmea,  nponaaroupyioujue
oenpeccusHvle meyeHus, Cyuyuo, AHOPeKCUlo, HACUIUe UIU IKCMPEeMU3M,
Komopble NnpenooOHOCAMCs peOeHKy KaK Ymo-mo «MOOHOe», «Kpymoe» u
«3anpemuoe.

Cnaiin 10.

YE

4 KNOYEBBIX NPABU/NA BE3ONACHOCTH
B CETU AETEW U NOAPOCTKOB

Xpaun nuynoe B Taine
He nyGanicyit aapec, WHoMy, réomeTkn, AaHHbIe JOKYMEHTOR U K
NNambl CEMbA.

Nomuu anropurm « CTON-CNPOCU-PACCKAXMU»

CTON, ecan uro-tTo Hactopamueaet. CNPOCH y poantensh,
ecnu HenowaTHo. PACCHAMM e3pocnuim o moboit yrpoae |
uan auckomdopre.

. Kowrponwpyi kpyr obujenma

L No6Gasnait & 4py3sR TOMLKO TEX, KOTD IHAELIL AMUHO.
Hacrpoi npreatHocTs npoduna. \\
BHAKOMSH KPHTHMECKOE MbILLNEHWE y
He nepexoaun No COMHUTENBHBIM CChIAKAM. He BEpb CIMLLIKOM
ABLTOAHBIM® NTPELN0MEHWAM

Baxxano wnayunth nereil 1udpoBOd TPaMOTHOCTH W KPUTHUUECKOMY
MbIIUICHUIO. MM HY)XHO noHuMaTh, 4T0 HHTEPHET — 3TO OTpPaKeHHUe
peajibHOr0 MHPA: B HEM €CTh M XOpoluue, W IJIOXHe JIIOAW, U MPABUJIA
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0€30MacCHOCTH 3/1eCh TAK K€ BaKHbI, KaK W Ha yJauie. He skoHOMbTE Ha
BPEMEHHU, Yallle ¥ 00JIbIlle pa3roBapuBaiTe CO CBOUMU JEThMHU !

Takoke B 3allIMTE OT MPECTYIMHBIX MOCATATENCTB, B UHPOPMHUPOBAHUU U
JOTIOJIHUTEIbHOM BHUMAHUM HYKJIAFOTCS U JIFOJU TTOKUIIOTO BO3pacTa.

*kkk

3a mocienHee BpeMs B PECHyOJIMKE TMPOU3OLUIM 3HAUYUTEIIbHbBIE
MO3UTUBHBIE CABUTH: YAAIOCH OOUIMMHU YCUJIUSIMU MEPEIOMUTH TEHACHIINIO
pocta uucia KUOEpPHpPECTYIJIEHUWH, 3aMETHO BBIPOC YPOBEHb LU(PPOBOH
3alATHI, JIEMOHCTPUPYET OINEPATUBHOCTh M AJANTUBHOCTh K TEKYLIUM
BBI30BaM OEJIOPYCCKOE 3aKOHOAATEIBCTBO B 00JaCTH KUOEpPOE30MacHOCTH U
ap. IlpumeydaTenbHO, YTO Halll OMBIT OOPHOBI ¢ KNOEPHPECTYTHUKAMU AKTUBHO
MPUMEHSIOT B JPYTUX CTPaHaX.

Kak ormerun Ilpe3unent PecnyOoumku benapycs A.l.Jlykamenko,
«adCcoNIOmMHuYI0 3auumy oOm Kubepamaxk He 2apanmupyem HU O0O0HA
cucmema 3auiumol, HO Mbl OOJHCHbI MUHUMUSUPOBAMb PUCKUY». DTOTO
BO3MOKHO JOOUTBHCS, KOrJa KaXKIblil Y4YaCTHUK HMH(OPMAIMOHHBIX
OTHOILUEHUM, KaxJaas opraHu3auus OyAyT OTBETCTBEHHO MOJIXOJIUTh K
BBIIIOJIHEHUIO TPEOOBaHUN 1O KuOEpOE30MacHOCTH, a KaXKIbld YEJIOBEK
OPOSIBUT OAUTENBHOCTh W BHUMATEIBHOCTH B CIIy4ae CHUTYyallMd C
MOIIIEHHUKaMH.

Cmanp 11.

-

[l |

Poaurany, Hayuste aeTed Npagwna BEparaTe aHKayHTH

NONEI0EATECA HHTERHETOM Oe3onacHoOND NoBeg2HMA OT aeprcToE!
Npaau Nl

LB AKASEMHA VIIPASNEHHA
B NPH NPESMOEHTE
PECTIYEMMKM BENAPYCE




